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Secure The Data, Not Just The Underlying Infrastructure
= F -- May 11, 2006, Forrester Research

EXECUTIVE SUMMARY

New business pressures mean that organizations need to share data across ever-widening
organizational and geographical areas. However, at the same time, they are increasingly
accountable for ensuring that data is properly protected, even when it resides on
infrastructure over which they have little or no control. This has led organizations to look
at ways to secure the data itself, rather than just the infrastructure that holds and
transports it. What do they find? The technology to help them is still embryonic with only
a few vendors offering solutions. Mainstream migration to a datacentric security model
will take five years to evolve, but today, companies need to define a strategy for
atacentric security starting with information classification and data encryption.
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NEW BUSINESS DEMANDS RENDER OLD SECURITY MODELS
OBSOLETE

B Increased data accountability.

B More intellectual property fluidity.

B Highly distributed work environments.

Past Security Approaches Have Concentrated On Infrastructure Rather Than Data
B Leave data alone, and have the underlying infrastructure to secure it.

B Use blocking and tackling to enforce policy.

B Rely heavily on contracts and processes.

THE FUTURE OF SECURITY IS DATACENTRIC

B Infrastructure-centric measures: Firewall, VPN...
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B Datacentric measures. Datacentric measures, on the other hand, protect the
information directly, independently of the infrastructure components that store,
transmit, or process it. One example is an encryption solution, which provides the
means to encrypt a piece of data; and wherever that data travels, it remains
encrypted. Only when an authorized user obtains the keys to decrypt the data does it
become usable. Datacentric security measures have been less common in the past,
but will be a central part of most organizations’ security strategies in the future.

Datacentric Security Will Become The Primary Mode Of Infrastructure
Protection . . .

place a greater emphasis on securing the data itself, and use the infrastructure
as a secondary layer of protection rather than as a primary layer

I'] Datacentric #ifs (B, Infrastrature 57~ & {RGE

B Make security attributes travel with the data itself.

B Enforce security policy at every stage in the information life cycle.
B Build security into the infrastructure from the ground up.

... And Organizations Need To Focus On Secure Design And Information
Protection

Figure 1 Data-Level Protection In An Inventer-Manufacturer Relationship
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Figure 2 Infrastructure Security Gets Complemented By Data Security
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B Deploy more identity-driven security at the infrastructure level.
B Concentrate threat protection measures on critical systems.

B Adopt an enterprisewide approach to encryption.

A Datacentric Security Model Will Evolve Over The Next Five Years
B 2006-2008: Encryption, identity management, and network access control dominate.

B 2009-2010: Rights management and trusted computing enable true datacentric
security.

Figure 3 Datacentric Security Timeline For Mainstream Organizations
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A DATACENTRIC SECURITY MODEL IS A HARD TASK — BUT
HELP IS APPEARING

Interoperability, Maturity, And Governance Are Barriers To Greater Adoption

B Datacentric technology is immature.
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B Existing solutions are not interoperable.

B Organizational slowness hinders wholesale changes.

Vendor Community Rises To The Data Security Challenge

B Encryption vendors focus on solutions that span platforms.

B Entrust addresses information classification and handling.

B Trusted computing consortia address hardware-level security.
B Adobe and IBM look to secure the collaborative design process.
RECOMMENDATIONS

B Start with information classification.

B Then, move onto roles.

B And get a handle on your encryption strategy — start with homegrown
applications.

WHAT IT MEANS

Greater control over information will allow data owners to share it with the parties they
trust, safe in the knowledge that they won’t accidentally or maliciously share it with
anyone else.

B Overcoming the privacy pandemic will spur online commerce.

B Security audit budgets will get slashed and burned.
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